Cybersecurity Overview and Cyber Incident Tabletop Exercise for Oregon Water and Wastewater Utilities

Microsoft Teams
September 13, 2023

Time (PT) Activity Facilitators
9:00—9:30 am Participant Check-in to the Virtual Platform e EPA
e EPA Cybersecurity Assessment e Cole Dutton, EPA
Resources for Water and Wastewater
9:30 - 10:15 am Utilities e Brandon Carter, EPA
e Additional EPA Cybersecurity Tools and
Resources

10:15-10:30 am

e Oregon specific cybersecurity updates

OHA, OR WARN, The Regional Water
Providers Consortium

10:30-10:45 am

e Cybersecurity and Infrastructure
Security Agency (CISA) — 15 mins

CISA Speaker, TBD

10:45-11:00 am

e Federal Bureau of Investigation (FBI)

FBI Speaker, TBD

11:00 - 11:15 am

Break

11:15-12:15 pm

Cybersecurity Tabletop Exercise

EPA, Oregon, FBI, CISA

12:15-12:30 pm

Question and Answer Session, Closing Remarks,
End of Webinar Logistics

All Speakers

12:30 pm

Closing

Cole Dutton, EPA



https://events.gcc.teams.microsoft.com/event/4398f4f2-8668-4722-9c22-094860272529@88b378b3-6748-4867-acf9-76aacbeca6a7

